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()% Connected vehicles and F’r‘OJet
Coopero’nve TS

e ntelligent Transport System (ITS) : any use of information
and communication ’rechnologes IN ’rhe field of fransport

e Cooperative : based on the exchange of information
between vehicles and between vehicle and
Infrastructure. Also called V2X communication

e NB : there are other types of connected vehicles beside
= V2X communications (multimedia platform of the car
~= | manufacturer, eCall, Pay As You Drive insurance...)
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(e The 3 ways of cooperative ITS Projet
(C = | TS) réficues ot routes correctés
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e V2V :sensors embedded in the vehicles gather
iInNformation and transmit them automatically to vehicles
behind

e V2| :idem, but the information is received by the traffic
management center of the road operator

e |2V : the road operator sends information which is
displayed in vehicles driving near the site

sl Co-financed by the Connecting Europe
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Stakes of C-ITS deployment

¢To enhance road safety

¢ To enhance safety of road workers
e To optimize traffic information

e To develop new services

¢ To prepare the vehicles of tomorrow
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C ITS and automation

@ C-ITS are considered as a solution to make automated
vehicles :

e Cope with critical situations they could not cope with otherwise
(ex. toll gate, road works)

e Anticipate on sensor detection for better comfort of the driver
(ex. end of queue)

¢To reach automation level 4 (no possibility to take over
manually) will probably, C-ITS will probably be needed

sl Co-financed by the Connecting Europe
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1S G5 technology SCOOP

et routes connecté:

e A wifi technology adapted 1o high speed vehicles.
Operating in the 5.9 GHz band

¢ Allowing V2X exchanges with very low latency,
which is needed for road safety use cases (slippery
road, end of queue)

e No communication costs

e Communication with infrastructure through Road
Side Units

e Mature : standardized years ago, several Field
Operational Tests including SCORE@F in France

= m ¢ Canbe hybridated with existing cellular networks
i (3G/4G) for latency non-critical services

el Co-financed by the Connecting Europe
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conn

e Funded 50% by the European Commission, in two parts
(2014-2015 and 2016-2018)

e SCOOP (or SCOOP®@F) is a pilot deployment of
cooperative ITS

e Deployment : large-scale (hundreds of vehicles on 2000 km of
roads)

e Pjlot : includes ex ante and ex post evaluation

IMPORTANT : the project does not involve any automation,
messages are received by the driver
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2 Project partners Projet

@ French Ministry of Transport (Transport Infrastructure Directorate)

@ Local authorities
e Département de l'lsere

TS Bretagne with Départements des Cotes d'Armor, du Finistere, d'llle et Vilaine, Région
Bretagne, Saint-Brieuc Agglomération)

¢ TEN-Troad operators (3 DIRs, SANEF)
e Car manufacturers (PSA, Renaulf)

® Universities and research centers (Cerema, IFSTTAR, GIE RE PSA-Renault, Université
de Reims Champagne-Ardenne, Institut Mines-Telecom).

e A telecommunication operator : Orange
e A provider of trust services : IDNomic

X 3 © Spanish partners (DGT, CTAG)

:;""”"'L’Ef“"i“m ¢ Portuguese partners (DGAE)

e ol I Austrian partners (ASFINAG)
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pilot sites
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Two car manufacturers
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.. The specificity of SCOOP SCooP

e SCOQOP system has been developed WITH the car
manvufacturers
e |[tincludes CAM emission (10/s) and automatic
emission of DENMs based on the C2C-CC triggering
condifions
e |Tis embedded in the car manufacturer's navigation
system (ergonomy specialists involved in the
development of the HMI)
e |t has gone through an industrial quality process, as a
=N pre-series deployment
" e Multi-brand interoperabillity between PSA and Renault
IS ensured

sl Co-financed by the Connecting Europe
¥l Facility of the European Union

ECOLOGIQUE




"f—_f_f\\
f.'/ e |
/“,/\ | |
>4
T _ //'

2 o
The specificity of SCOOP SCOo0P

e SCOOQORP tackles the following aspects in real life
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DE LA TRANSITION

Security: a fully operational PKI, work with the national IT security agency
ANSSI

Privacy: included in the design of the system, work with the national data
protection authority CNIL (vehicles really sold to customers)

Procurement: all road operators have gone through standard procurement
processes, common procurement also tested

Industrial process: the car manufacturers have worked with their usual
suppliers and included it in their industrial process

Compliance assessment. a thorough validation process resulting in
,stamps* from the project has been defined

Interoperability: tested between pilot sites and with foreign countries

sl Co-financed by the Connecting Europe
S Facility of the European Union
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SCO0
e S e C O n W O v e O oreeiad veniies oo oo

e A proof of concept (a few prototypes, HMI not
em%edded) P P yP

e Hybrid : cellular / ITS G5 communications

e Whole cellular architecture deployed, including a
national cellular node

e Fully compliant with C-ITS standards
@ Secured through a PKI
e Additional services
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Agenda of the seminar

20 November
e 10n00-11h00 The SCOOQOP system

e Architecture and components
eSecurity

@ 11nh00-11Th15 Movie : moments of SCOQOP
@ 11n15-12h10 The SCOOP method

e Specifications
— e Developments
R R e Validation
MINISTERE
DE LA TRANSITION
Laa | & 121010-13h40 Lunch
AINIST jaaesl Co-financed by the Connecting Europe
T;':ng goaam Facility of the European Union
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®#® Agenda of the seminar

20 November

¢ 13h40-15h00 Evaluation results 1/2
e Health impacts
e Acceptability
e Organizational impacts
e | egal aspects

e 15n00-15h30 Live link-up demonstration
e 15h30-15n45 Coffee break

----------------------

jaaesl Co-financed by the Connecting Europe
el Facility of the European Union
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20 November
@ 15n45-1/nh00 Evaluation results 2/2

e Road safety impacts

e Traffic Impacts

e Cost-benefit analysis and business models
e Technical evaluation

e 1/7h-18h Cross-tests with foreign partners and European

harmonization
E N e Cross-tests
REPUBLIQUE FRANGAISE
iz e The C-Roads Platform
ECOLOGIQUE
ET SOLIDAIRE
aala\liz?g;s jaaesl Co-financed by the Connecting Europe
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. véhicules et routes connectés

=)® Agenda of the seminar

e Gala dinner: 19h at chateau Grattequing, including
tasting of Bordeaux wine

e Departure by bus
18n30

e Return by bus to
Bordeaux city center
and L'Agora
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Agenda of the seminar

----------------------

21 November
e 8h30-?h Registration - coffee
@ 9n-10n15 Beyond SCOOQOP 1/2

e Panorama of projects

e | ogistics services

e Connected railway level crossing
e Urban services

e The smartphone app

@ 10N15-10n30 Coffee break

jaaesl Co-financed by the Connecting Europe
el Facility of the European Union
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21 November
@ 10n30-1Th15 Round table « C-ITS for local authorities »
e 11h15-12n15 Beyond SCOQOP 2/2

e Even more security
e New technologies
e Connectivity for automated driving

@ 12h15-12h30 Conclusion by the European Commission

::::::::::::::::::::::
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connected vehicles and roads

Archifectfure and components
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Architecture [TS-G5 (wave 1)

e Godal: fransmit messages locally a3 1

e Components / e
& Vru-ITS-S il
* Vro-ITS-S S N s
@ R-|TS-S \
e Pfro
¢TMS (Traffic Management System) ™=
&i%k RATS S

Wro-ITs-5 W= Ta-5

connected vehicles and roads



@ Architecture wave 1

@ Vru-ITS-S main functionalities

e Transmits CAM and DENM
messages (from defined
Triggering Conditions)

e Receives and displays to the
driver events sent by other
vehicles and road operators

e Forwards messages on ITS-G5
channel

Libertd » Egalud + Fraternié
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Architecture wave |

@ Vro-ITS-S main functionalities
@ Transmits CAM and DENM messages

(from defined Triggering Conditions) | xvf‘ TCC o
as a VrU-lTS-S hiurnan validat on
@ Receives and displays to the driver -
events sent by other vehicles and & “ cocured IPlink
road operators * Geonetlink
@ Forwards messages on ITS-G5 \
channel
e Acts as a mobile RSU (connected | bty
through the Pfro to the TCC) '
1 eOperator mode: transmits specific B RATSS
— DENM about road operator activities

(wintry viability, infervention, patrol,
roadworks, etc)

CHARGE DES
S

connected vehicles and roads



Projet
SCOO0P

véhicules et routes connectés
connected vehicles and roads

QB - \re TS
Architecture wave 1 : Vro-ITS-S

()3 PATROUILLE
Itinéraire 4

L Travaux MENU
droit sur 15km

L Accident
: Travaux
L Animal 000
400m 50
IS8
[ry
S
L Piéton S A
Liberté » £galund « Fraternivd Parcdu- -
REPUELIQUE FRANCAISE & Tremblay
MINISTERE
DE LA TRANSITION
ECOLOGIQUE
ET SOLIDAIRE
MINISTERE . Route bloquée
CHARGE DES
TRANSPORTS




)

)

Z/

\

\
\%

@

Architecture wave 1

@ R-ITS-S main functionalities

@ Transmits CAM(-I) and DENM messages
forwarded from the TMS through the Pfro

(including Datex II-DENM translation) | ﬁf Th':u'?man .
e Adds the security layer to messages /
@ Receives DENM messages from vehicles e

and transmits them fo TMS through Pfro | | = Secured IPlink

(including DENM-DATEX |l translation) - Geonetlink
@ Forwards messages on ITS-G5 channel \

@ Receives CAM messages from vehicles,
aggregates data (speeds, lengths, etfc.)
and fransmits them as Datex || messages
to the Pfro

@ Router from veh to PKI (IPvé over ITS-G5)
@ Downloads logs from vehicles

Wro-ITs-5 W= Ta-5

véhicules et routes connectés
connected vehicles and roads



HAR

% Architecture wave 1

e Pfro main functionalities

e Transmits DATEX Il messages from TMS
TO RSU ] ,;% Toe

@ Transmits DATEX Il messages from RSU @ hurman validat on
to TMS

«To do so, the DATEX Il messages are a .
modified by the platform: " Geonetlink

@ Geolocation system (PR+abs<-> X/Y)
e Addition of trace(s)/event history

e Addition of roadtype oty o
e Agregation of Datex messages (from '
DENM) W RaTS S
'Fil’relr to ESU (including mobile) based |Ts-r§-\
on location \
i e

Wro-ITs-5 W= Ta-5

connected vehicles and roads
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e TMS main functionalities
e Transmits DATEX Il messages built by
TCC )
hurman validat-dn
s | —

an operator from the TCC (based on
different information) to PFro

e Receives DATEX Il messages from Pfro
to alert the operator from the TCC

secured [P link

eThe TMS Is used to control all the \
equipments from a road operator

system and was then not modified Wy
for the SCOOP matters (hence the W RaTsS
Pfro)
|Ts-fﬁ'\.__ "
m -,'-P'i'ﬁ

Wro-ITs-5 W= Ta-5
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Hybrid architecture: wave 2 SCOOP

véh cutes et routes connectes

e Goals:

Coupling short and long range communications
Larger coverage

Reaching non ITS-G5 vehicles

Integrating of new stakeholders (e.g service providers)

Keeping the direct link between infrastructures and all types of vehicles — road user vehicles,
trucks, cyclists, etc.
=> no need for third party that would manage the data

@ Principles of French hybrid approach:

Stations can be fully hybrid i.e with ITS-G5 and cellular intferfaces, and same messages can be
transported on both channels

Stations need to be included in the C-ITS frust domain, i.e exchanges of C-ITS signed messages
Back-end signatures need to be in line with vehicles signature to ensure interoperability

Signatures ensure integrity and authentficity of the message whatever the channel

sl Co-financed by the Connecting Europe

Facility of the European Union
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Hybrid architecture: wave 2 SCOOP

e New component: Nfr-ITS-S
@ Nfr-ITS-S: main functionalities l cell rW
. RSU with a national coverage e
for road operators (e.g for [2V t _ 5 03
services) —including g Reellss N7 Y B uman validan
translation between Datex || ; ] o urman validaton
messages and C-ITS messages e
ME-I T 5 Bfr
. Router of already signed C-ITS 4 - |
messages to link two i b . B
stakeholders (e.g for V2V app-Sery
services) or two Member States |
& Modified components:
@ VI’U-|TS—S EHTERKET "".i'.t.":" TERMEY lular HHE:I-*
e Vro-ITS-S . ' ' L ,
=3 -> to be linked with the Nfr-ITS-S o L RTES & RaTes

TR (directly or through an OEM relay
platform — choice of the OEM)

[P sur | T5-55 y b
1 cellular __:-:"/ITS-I;E\

MINISTERE
DE LA TRANSITION
I‘ECOLOGIQUE‘
ET SOLIDAIRE v i o ?ﬁf‘ % ﬁ*ﬁ;\?
: e i - Tyb e : iH Bl 2=
MINISTERE Co-financed by the Connecting Europe
CHARGE DES Facility of the European Union “ro-l T5-5 WU TS-5 W= T3 Voo T3-3 Y- TS-5

TRANSPORTS
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@ . : _
Hybrid architecture: wave 2 SCOOP

véhicules et routes connectés
connected vehicles and roads

12V or 12app
services

N

£ J Pooxc-ITS-S
N

c.mm/‘

APPsery
C-ITS megsages

Ex : RWW

GRS S \\ Nfr JTS—S N
. Pfcm
ﬁﬁ_: CITS messages ‘/ 1 / CITsmessags  [xg J
. ;\/J\ N
e
e SPATEM, MAPEM
POI, ETA,~ QA
ony SPATEM, MAPEM
MCTO Server _mésages \.

0\
"\

light

\,[ management

\J Centralized traffic

S

REPUBLIQUE FRANCAISE

MINISTERE
DE LA TRANSITION
ECOLOGIQUE
ET SOLIDAIRE

s
l

MINISTERE
CHARGE DES
TRANSPORTS

Co-financed by the Connecting Europe
Facility of the European Union
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@ Technical Implementation scoJop

véhicules et routes connectés
conne

@ For now, use of IF2 InterCor specification, will migrate to Basic Interface
Implementation of C-Roads for back-end interfaces
@ For end-user interfaces, different tested implementations:
@ \Web socket (with seamless connection to the Nfr-ITS-S over cellular or ITS-G5)
@ Soon MQTT implementation
@ Same messages on C-ITS IP interfaces as for C-ITS ITS-G5 interfaces, to be
encapsulated on AMQP protocols ie sighed messages with geonet layer information to

be able to forward information from one channel to the other using hybrid C-ITS
stations

ETSI ITS message structure

TF3 Specifications
(designed for broadcast) ‘ pecil

signed C-ITS message GeoNet Header
consisting of several Certificate Payload
specific containers Signature

MINISTERE
DE LA TRANSITION
ECOLOGIQUE
ET SOLIDAIRE

C-Roads TF1 Specifications

MINISTERE
CHARGE DES
TRANSPORTS

Co-financed by the Connecting Europe
Facility of the European Union
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e Geographical dissemination is based
on tiles with different zoom levels

Projet

Dissemination on hylbrid SCOOP

connected vehicles and roads

ZooM 14

gl [ERHRR

@ DENM, IVI and DATEX are stored in file = m

daftabase with the smallest file
including the whole event (and

destination areaq)

Tiles: 500X500m to 10kmX10km

Libertd + Egalud « Fravernivé
REPUBLIQUE FRANCAISE

MINISTERE
DE LA TRANSITION
ECOLOGIQUE
ET SOLIDAIRE

MINISTERE
CHARGE DES
TRANSPORTS

Facility of the European Union

Co-financed by the Connecting Europ(

ZOOM 15 E== -

Cooglle: (82544,28620) .,0qle:N(82645!23620)) Cecgu- (rEmeys
TS (8284441€18) 11S(32645/41915) JMSER(32646¥a5ld

| QuedTTiree: 0818881112000800 |EUERTEEEE OSIREREIZO0R0] Y CuadTies: 081888111

16 Zoomill6 16

Each received message is forwarded
e - [ as a DATEX message to the Local

coro [T : e Scoop platform for the road

e operator

Zoomil6)
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Issemination on hybrd SCOOP
Y

e Two strategies for dissemination towards vehicles relating to the architecture (IPV4
or IPV6)- OEM choice but National C-ITS can handle the two options

e |f direct connection and if the vehicle sends CAMs : thanks to CAM used for
PVD, the position of each vehicle is linked to a tile (after that, the position is
erased in order to respect Privacy) and only push relevant messages to vehicles
listed in the database for a given tile

e« AMQP : pubhsh/subscnbe mechanism

véh cutes et routes connectes

e18) TS (32645 41015 | el e
42000600 ms&)ﬂgﬁ ' Tile

1@

el 12
e 62 ‘
= N oo |
Libertd » s: ..... Frateraité @‘g@
RE F y A
PUBLIQUE FRANCAISE 2@@080 P l ‘:
i
MINISTERE e an ﬂ@ a
DE LA TRANSITION £ _;.;v}co a
ECOLOGIQUE
ET SOLIDAIRE 1Dos e narionde
J\-\\\eﬁ"‘“d fara———— - == =
MINISTERE Co-financed by the Connecting Europe z A = MyCar -
CHARGE DES cis i 7z #
TRANSPORTS Facility of the European Union 3




ECOLOGIQUE

- Us Projet
onclusion SCOOP

e Both architectures have been fully tested, including
secvurity a very large number of fimes, for a lot of different
use-cases

¢The work on SCOOP wave 2 made it possible to identify the
advantages/drawbacks of the different types of
architectures

eTechnically
¢ And as part of a business model

e Now, the SCOOP is ready to be migrated to be fully in line
with C-Roads specifications

S Co-financed by the Connecting Europe
¥l Facility of the European Union
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houda.labiod@telecom-paris.fr

Co-financed by the Connecting Europe
Facility of the European Union

Security

Houda Labiod
Telecom Paris

TELECOM

Paris

Projet
SCoop

véhncutes et routes connectes
nnected vehicles and r



CHARGE DES
S

connected vehicles and roads

Participants

eTéelécom Paris, IDnomic, all SCOOP®@F partners

e Associated partners: ANSSI, CNIL, Wavestone, Suppliers

faaesl Co-finance d by the Connecting Europe
el Facility of the European Union



MINISTERE
DE LA TRANSITION
ECOLOGIQUE
ET SOLIDAIRE

MINISTERE
CHARGE DES
TRANSPORTS

Security of SCOOP@F
wave 1 & wave 2

Main objectifs

« Secure C-ITS use cases

« Secure C-ITS messages

« Secure V2X communications and protocols
« Privacy and data protection safeguards

EDW co-nnanced by e colh@i@REIADINITY at all levels

g Facility of the European Union

Projet
SC

éhi

icules et
nect:

routes connecté:
hicles ond road:
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connected venicles and roads
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Security of SCOOP@F

Wavel
Day1 use cases, ITS-G5

Co-financed by the Connecting Europe
Facility of the European Union
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connected vehicles and roads
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Context & security objectives

O Combination of wireless access
technologies

Q ITS-GS5 /3G/Bluetooth/Wi-
Fi,OBD.,..
QO Diversity of com. modes
O Vehicle-to-Anything (V2X)
Q V2V, V2I, 12V, V2§

Q Diversity of protocols
U Transport, access,...

O ETSI C-ITS Release 1, Day 1 use

cases

USB, OBD...

FALSE MESSAGES
WARNING: ACCIDENT AT X))

MINISTERE
DE LA TRANSITION
ECOLOGIQUE
ET SOLIDAIRE

MINISTERE
CHARGE DES
TRANSPORTS

* End-to-end security architecture
* Trusted C-ITS system

 Tradeoff between scalability, security,
safety, performance and cost
» Ensure the protection of personal data

Multiple interfaces

of communication

\ Cyber attacks [

ITS-G5, Wi-Fi, Bluetooth,

Projet
SCOOP

véhicules et routes connectés
connected vehicles and roads

Weaknesses

Increase in the complexity
of embedded systems
and software

O On the vehicle (embedded system)

O On the infrastructure

\ ¢

How to secure the SCOOP@F system?

How to protect the exchanged messagese
How to frust received messages?

How to guarantee privacy?

[ Compliance with ETSI security standards

Specify / implement / test and validate security of the
system
=  Secure V2X messages
»  Implement the certificate management system
(PKI)
Design an interoperable security system with the

security systems of other C-ITS systems deployed across
Furope




@ Projet
Risk analysis SCooP

Analyze the risks of cyber attacks
e on the vehicle (embedded system) Define countermeasures and cyber
e on the infrastructure protection/cyber defense solutio~-

U

Validated by ANSSI

' |
/" Understand the "
Q An approach based on the EBIOS risk analysis methodology '\ T g
]
0 Compliance check with ETSI TVRA (TR 102 893 v1.1.1) / v . §
Risk identification |—> 3
O Security requirements related to use cases were identified WAVESTONE & :;:
!
Q availability, integrity, confidentiality, non- ﬁ / J' . E
F;.w repudiation/traceaability, privacy, | Fiskestimation  —> g
, MSTERE authenfication/autorization, plausibility J' E
BT SOLIDAIRE e \
. . . ' Risk treatment
MINISTERE R \ '§Kn§ﬁ£ﬂ%%n¥!§l&ﬂ§eﬁned k‘ ‘ ’/‘ \T/
%‘f’:‘:f,,%zgi el Facility of the European Union
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@ : I SCOJOP
Macro risks & entities

Risk scenarios have been classified according to several criteria :
« their usage
« the affected security needs
« the impacteds entities

- e . . . £ th |
4 Families of macro Unavailability of SCOOP@F Theft of user data Data corruption, error in Disturbance of the controls

risks services traffic management of a vehicle

——

“ - o
Cellular network - Information systems of
road operators

VA S
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@ s e C U rIIIIY/ P rO'l'e C II.i O n P I q n s o s ot

A regrouping and a prioritization of the security measures to be put in place
The security actions to be implemented are grouped into 6 categories ...

Design redundant and
physically secure
architectures

Design secure access Implement security

Sustainability of
operation and service

Define a precise legal

. Preserve vehicle safety
management measures in software

design

framework

...and prioritize according to the following conditions:

Libers » Egalus « Fraernit - - D
REPUBLIQUE FRANGAISE

PE. High priority security measure Medium priority security measure Low priority security measure

DE LA TRANSITION
ECOLOGIQUE
ET SOLIDAIRE

MINISTERE
CHARGE DES
TRANSPORTS

Co-financed by the Connecting Europe
Facility of the European Union
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SCOOP

véhicules et routes connectés

@

Trust model based on a hierarchical
certification chain

PKI

connected vehicles and roads

_____ - ITS PKIl in IDNOMIC Datacenter ~
Issuance of CA Certificates and Trust Lists
Enrol t of an ITS Stati il i
— RCA - N DC
Acquisition of Authorization Tickets
Root Authority Distribution
/ \ Center
/ \ . .
- corirLTEA PCA_ Collaboration with ISE
> 2 types of certificates M A ~ 1 roject (IRT-SystemX)
> LTC/ PC Renault , \ p J y
> 2 types of PCs for road : :
operators -
« user &operator modes - — =
Long Term Certificates Authorities Pseudonym Certificate Authority
o | V.
L R
iH S — 1
-—er Manufacturer
ﬁmuéﬁn{ic%é Secured V2X
Communication

=imestox | A fully operational security solution

B v designed and implemented

o, R RS AT N T ETS| standards (TS 103 097 v1.2.1, TS 102 941 v1.1.1,...)

Certificate Policy(CP) and Certification Practice Statement(CPS)



Projet

[ \ A
=s
.E I K I véh cutes et routes connectes

O Root Certificate Authority (RCA): is the root of trust Q ITSS: ITS station (vehicle, RSU)
for all certificates within the PKI hierarchy. It
operates in an offline mode and is responsible for
the management of LTCAs and PCAs (creation,

O Long Term Certificate (LTC): gives its holder

security requirements authorizing the issuance of (ITSSs) the right fo request PCs.
certificates to ITSSs). , ,
O Long Term Certificate Authority (LTCA): is a security 0 Pseudonym Certificate (PC): gives its holder

management entity responsible for the issuance of
LTC and the validation of PCs as well as the
management of the ITSSs (registration, status
update, permissions...). It operates in an online
mode. signed by a CA that contains certificates

O Pseudonym Certificate Authority (PCA): is a security
management entity responsible for the delivery,
the monitoring and the use of PCs. It operates in an
online mode.

(ITSSs) the right to perform specific actions.

QO Cerificate Revocation List (CRL): is a list digitally

identities that are no longer valid

O Trusted Service List (TSL): is a signed list which

E .. 0 Distribution Centre (DC): provides the [T33s with the contains trusted RCAs, LTCAs and PCAs
S updated trust information such as TSL and CRL N . . .
P necessary to assure that received information is certificates and PKl service access points. This
”F,{ﬁ};ﬂggg;ox coming from legitimate and authorized ITSSs or PKI list is updated frequently.
ALAGLIARE certification authority.

MINISTERE
[ « DD ags .
S Facility of the European Union




()G Projet

SCOOP

SCOOP@F wave 1 PKI : LiféCYCIQ e

-~ -~~~ ~ Issuance of CA certificates and trust lists

Enrolment of ITS Station
Acquisition of Authorization Tickets

%
Libertd f,.:‘
REPUBLIQUE FRANCAISE

MINISTERE

ECOLOGIQUE
ET SOLIDAIRE

DE LA TRANSITIO?

CRL
< » o
, ITSS registration es R 5
% " Pseudonym Certificates
Distribution Center
e = gy validation 56
B LTCA PCA
Manufacturer 07

Initial ITSS configuration PCs Retrieval of
with CA trusted trust lists
certificates

Pseudonym
" Long Term Certificate Certif:ciates e
provision provision

o) | =
All ommunications with PKI are encrypted |
SSPs have been defined for all C-ITS messages

MINISTERE
CHARGE DES
TRANSPORTS

_ A new defined message: CAM-I|
Co-financed by the

Cosiactne SCOOP@F CTL/CRL Formats defined  pow e Protocols

PC download & log upload
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Secured C-ITS messages

connected vehicles and roads

> SENDER > RECEIVER
» Creates payload (CAM, DENM, CAM-I) » Checks header fields (Profiles ETSI TS103 097)
» Add Header fields (Profile specified in ETSI TS103 097) » Checks certificate of sender
» Adds current Pseudo Cert » [once] Check certificates chain up to Root CA

» Adds timestamp (+other check data)

. » Checks timestamp (and others)
» Signs message

» Verifies signature

« »
S [TSGS | &=

Trailer Fields
Signature

Header Fields
L Certificate

MINISTERE

DE LA TRANSITION
ECOLOGIQUE
ET SOLIDAIRE
MINISTERE Co-financed by the Connecting-Europe . . : . 0
et Facility of the EkAAGaM G@lan i C atlo N, Autorization, Non-repudiation, Anonymity 57
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SCOOP

Privacy: change strategy of pseudonyms

QA Privacy: Pseudonym Concept
a Pseudonymous key pairs / certificates

Q Privacy Requirements
Q Sender Anonymity
a Message unlinkability

QITS stations have a pool of Pseudonym certificates (or Authorization Tickets)
QITS stations change certificates regularly and all their identifiers

L Reloading of pseudonyms (or ATs) either on-line or off-line

L Key challenge: specify efficient pseudonym change strategies

Libered » E‘:lm « Fraternid
REPUBLIQUE FRANGAISE Max nb of
parallel =
MINISTERE
DE LA TRANSITION pseudonyr
ECOLOGIQUE
ET SOLIDAIRE

Co-financed by the i
Facility of the Euro \ Y J PSEUdonymlty 58

Pseudonym preloadinginterval

MINISTERE
CHARGE DES
TRANSPORTS
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SCOOP@F wave 1 PKI: Achievement SCOOP

The opening of The opening of
pre-production production
PKI PKI
i A fully
Dti;:;nl.& Task 2: Task 3: operational
Specifications Implementation Security Tests and validation agﬁ.:)s]e
2014 2015 July 2016 July 2017

MINISTERE
DE LA TRANSITION
ECOLOGIQUE
ET SOLIDAIRE

\

MINISTERE

%’:ﬁgfo?éi L Facllltykthe Europ n Umon 59

eremony of Production PKI (September 2016)
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Security of SCOOP@F wave 1: Tasks SCOooP

d  Task 1: Specifications

O Used algorithms/protocols
O Architecture
O Inferactions with the PKI
O Access/registration
0 Task 2: Development 29
a PKl Deliverables

Q Communication protocols with the PKI
O Registration mechanism, ....

O Task 3: Tests & validation
O PKI of test
E _. Q Production PKI
R e Q Security Checklists and test plans for tests ontable and on roads
o MINISTERE QO Test tool: TP Security Client Test
ECOLOGIQUE

ET SOLIDAIRE

The latest available ETSI security standards were used

ﬁffé}iﬁg Release 2 published on the project web site 40
http://www.scoop.developpement-durable.gouv.fr/specifications-techniques-a22.htm




véhicules et routes connectés
connected vehicles and roads

Security of SCOOP@F
Wave 2

New Day1/Day2 use cases
Hybrid ITS-G5&4G/LTE Communication,

= Inter-PKls interoperability

DE LA TRANSITION
ECOLOGIQUE
ET SOLIDAIRE
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Projet
SCOOP

véh ules et routes oonn té

New security objectives o

Similar approach

PUIL VE RANCMS’E

MINISTERE

ECOLOGIQUE
ET SOLIDAIRE

DE LA TRANSITION

MINISTERE
CHARGE DES
TRANSPORTS

0 Combination of short-range and long-range
wireless access technologies

QITS-G5 (IEEE 802.11p)
Q4G/LTE

U Various communications types
avayv, V2lI, 12V, V2§

Q Diversity of protocols
QO Transport, TLS, IpSec, ...

O New Day 1 use cases
O New use case: Device P2V
O New use case: smartphone application

sl Co-financed by the Connecting Europe
g Facility of the European Union

 New versions of security
standards

L EU trust model

O New C-ITS messages
QSPaT, MAP, IVI, POI, ETA

L Definition of SSPs of the new
messages

O Integration of new ITS stations inti
the trust domain
O Nfr-ITS-S
O NAP-SER
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Risk Analysis — revision — July 2017

WAVESTONE

E ..
Liberts » Egalitd + Fraternivé

REPUELIQUE FRANCAISE

2014

-l 3 major risks

4 Impact

27 s:gnlf/cant risks

15 minor risks

>

MINISTERE
DE LA TRANSITION
ECOLOGIQUE
ET SOLIDAIRE

MINISTERE
CHARGE DES
TRANSPORTS

1 2 3

Co-financed by the Connecting Europe

4 Probabilité

2017

o

b Impact

2 major rlsks

21 s:gmf/cant risks

) B

33 minor risks

Projet
SCOOP

véhlcules et routes oonnectés
ected vehicles

>

Facility of the European Union RSk evolution between 2014 and 2017

4 Probabilité

63
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C-ITS Platform: EU trust model

Policy Authority

fmmmmmmmmmmm
| TLM

|

I

I Common CPOC

: European

I Elements

: EU Root CA
I

| N\

: EA AA

Libertd » E;alm « Fraternitd
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MINISTERE
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TRANSPORTS

feditef

Co hnancesgyp

Legend:
TLM ... Trust List Manager

CPOC ... C-ITS Point of Contact
CA ... Certificate Authority

EA ... Enrolment Authority

AA ... Authorisation Authority
—— ... Trust Relation

Root CA 1

Root CA 2

Root CA N

i EAI L AAI

| ] |
| EA LAA L EA

AA

Additional Root CAs run in Europe by e.g. Member

State Authorities or Private Organisations providing

certificates to specific users.

qngﬂgmumlssmn

Pﬁhwf"R@lease 1, Juillet 2017

Projet
SCOOP

véhicules et routes connectés
connected vehicles and roads

Trust List Manager

@ EU RCA
Certificate
p EU C-ITS PKI ——
Enrolment of C-ITS stations
CTL CRL =
Autorisation Tickets acquisition process
EURCA . bc
Trust lists acquisition process — -
Root Author(ty Distribution
"""""" Centre
RCA registration process / \
. EA e AA
Signature and publication of trust list Certificate Certificate
7 N\
/ \
C-ITS Authorization
registration Validation
Enrolment Authority Authorization Authority
A\ £ 7/

T ™ Enrolment
Credential Provision
-
Operator
ec Py
(¢ )’ )
() (000 =]
) =g

Initial C-ITS station configuration C-ITS Station

with trusted certificates

Authorization
Ticket Provision
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idati SCO0P
A validation PKI for Wave 2

e A new PCA SCOOP TEST2 to provide new ITS-

Qmscoopresr A Qi; for new messages C-ITS (SPAT, MAP, IVI, POI,

e A new LTCA ROADS TEST2 for road operators to

provide new C-ITS messages
(TCARENAULTTEST | [TCAPSATEST (LESTTSI:SSAITREESST] L(L%ﬁmmg PCASCOOPTEST | | PCASCOOPTEST2
= u . -
e | A migration process to set up an updated security solution
G v’ designed and implemented
" icoLoaious v' compliant with ETSI standards (TS 103 097 v1.2.1, TS 102 941 v1.2.1,...)
méo-mmmjamwiihg thge.EU trust model and the CP.
Ciinan Dus Facility of the European Union




ected vehicles and r

QB Projet
ecurity of hybri mmunication ScooP
S y ybrid co unications

Architecture with o ciition ayer

proposed in

Home Agent 2017

Unadopted

Solutions

Architecture with car TLS with
Standards ETSI/IEEE

IETE & ETSI manufacturer Platform certificates

S

End-to-end security Architecture of road

IP mobility signaling Opero’rors
security

Use cases GLOSA & P2V

u PUBLIQE ua FRANGAISE

MINSTIRE IPsec (Transport Mode) to secure signaling Use case
PECOLOGIQUE TLS with X509 certificates to secure transport of C-ITS
ET SOLIDAIRE messages & Datexl| qur'l'phone App.

MINISTERE Mutual authentication
CHARGE DES

TRANGIPOKTS C-ITS messages signed according to TS 103097 v1.2.1
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Hybrid security

¢ PoCs IPv6 Mobility with IPsec/IKEv2

PUIL VE RANW

MINISTERE

ECOLOGIQUE
ET SOLIDAIRE

DE LA TRANSITION
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TRANSPORTS

eTelécom Paris, IMT-Atlantigue

TELECOM
Paris

—yhig

g} IP PARIS

sl Co-financed by the Connecting Europe
g Facility of the European Union

d_ nd

IMT Atlantique

Bretagne-Pays de la Loire
Ecole Mines-Télécom

Projet
SCOOP

véh ules et routes oonn té
ected vehicles and
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SC0o0P
Crossed tests & inter-PKls interoperability

connected vehicles and roads

Trust Relationship

P T TTTT T T T T T T T T T T T T Tttt 0
I I 1
4 + !
¥
Pays-Bas SCOOP ( \ ( \
oRonerdam o @F_TSL ROOt CA 3= PKI
emagne
_ Portugal RCA :
e Root CA 1= Austria
Bretagne O o SCooP France RCA
- (o~ @ron
Vienne
[ >
Lo57 G - - Autriche
ol 5* France =2
PRL s ,,/’: ¥ --1 'O'B;rdeaux Olsére
vi /’::/"”"’ 7.
igo g2 o 3
o:j," Sy
K e 0 Smpemimen Renault || PSA Road France O
ne e 3 X
R © e R o Ve LTCA LTCA || operators PCA i
Ditesd © Madrid (© s Sites pilotes en Espagne LTCA
Site pilote au Portugal
é) &> Testsgoisés desenvices similaires
’_&{ avec dautres pays européens PKI F

Libertd » Egalisd + Fravernivd
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Security Tests 2CO0F

Test ID | Description

Security TESTFEST_1 Verification of message signature received from a foreign ITSS and
signed with a valid AT.
Test interopéra bilité between 4 PKls Security TESTFEST_2 Verification of message signature received from a foreign ITSS and
signed with an AT issued by a revoked foreign AA.
Security TESTFEST_3 Verification of message signature received from a foreign ITSS and

signed with a valid AT but the common InterCor_CRL has expired

Signed with

Security TESTFEST_4 Verification of message signature received from a foreign ITSS and
a French PC

signed with an AT issued by a non-trusted foreign RCA.

Security TESTFEST_5 Verification of message signature received from a foreign ITSS and
signed with a valid AT with a new updated InterCor_CTL

TSL_FR
CRL_FR
CRL_PT
0 ITSS-FR ITSS-PT
1l 0-0 TS 103097 v1.2.1, TS 102941 v1.1.1

SCOOP@F CTL/CRL Formats and SSPs

‘ Like, Loalis o . ‘

Signed C-ITS messages with preloaded PC/AT Verification of the validity of the trust chain
certificates, common CTL and preloaded CRLs Verification of the signature

Verification of secured message
MINISTERE
CHARGE DES
TRANSPORTS

Co-financed by the Connecting Europe
Facility of the European Union
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Security of SCOOP@F wave 2: Tasks

O Task 1: Spécifications
O End-to-end security
O inter-PKl interoperability
O Interoperability for message security

0 Task 2: Development
Q PKl
O Update because of standards evolution

O Task 3: Tests & validation
Q Validation PKI
O Checklists and tests plans
Q Scénarios of tests for crossed tests
Q Tools: TP Security Client Test, PoCs

Projet
SCoop

véh cutes et routes connectes

N
>

The latest available ETSI security standards were used

Release 2 published on the project web site
http://www.scoop.developpement-durable.gouv.fr/specifications-techniques-a22.htm

70
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Visibility

A solid base of spécifications
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Use of specifications in

&

projects

Inq'er'Cor (\ C-ROADS

el Co-financed b

Facility of the

Projet
scoop

véh ules et routes oonnec
ected vehicles

French
Collaboratio

European
ollaboration

Industrial-
academic
callgboratio

Standardization

ETSI, IETF, C-ITS Platform, C-Roads
Platform

O EU C-ITS Plafform
O Report C-ITS Platform Phase |,
January 2016
A EU C-ITS platform frust model
O CPrelease 1, July 2017
O Report C-ITS Platform Phase |l,
September 2017
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~)® Key Achievements Scoop

144 participants, 27 institutions - 11 countries

The opening of The opening of
pre-production production 10 PKls, 12 RSUs, 22 OBUs
PKI PKI
. A fully
D’E;isk 1&‘ Task 2: Task 3: operational
Speci.ﬁ%la] tions Implementation Security Tests and validation a\l:agl]a:;e
2014 2015 July 2016 July 2017

SCOOP@F PKI roduction, 9/2016 TESTFEST#2 PKI-Security, Reims, April 2018

I Policy Authority I A ,
Crossed Tests — / CPOC .. CTS Point of Contact
- . smomisibymn s CA ... Certificate Authority

EA ... Enrolment Authority

: AA ... Authorisation Authority
PaysBas 1 e ... Trust Relation
s : Common _
- SN - i European:. @=@0z20o——f1— e o o e s o e e e e e '
& = s ! Elements N +
s oy '
: S : [ . RootCA2 | .- [Rootcan] :
Onee Il
M9 bdonat ' EA AA 1
) : [E=as [Ean] s [[er] 8] ea] [[aa [[ea] [aa]!
w Ge R AT St " | oy S S o 6 S e - e i i et et - 1}
- 2 :
22 '
il ¢ — ey l_ : Additional Root CAs run in Europe by e.g. Member :
Poctugal 7 i | AA | | State Authorities or Private Organisations providing 1
= ‘.:.:':::' 1 certificates to specific users. :
& e 4% Eepstwise L B e i e '

{ European trust model ]

Co-financed by the Connecting Europe
Facility of the European Union CCN
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Towards migration ...
PoC for test of security standard
1S 103097 v1.3.1

4 -~
\ / I
TELECOM L e
Par‘is T o o ol
= 1P PARIS

Ordinateur Ordinateur
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Thank you for your aitention

Contact

Houda Labiod

Equipe CCN - Département INFRES- Télécom Paris
Email: houda.labiod@telecom-paris.fr

Co-financed by the Connecting Europe
Facility of the European Union
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Questions / answers

Co-financed by the Connecting Europe
Facility of the European Union
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THE SCOOP MOMENTS
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THE SCOOP METHOD
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Specifications

Marie-Christine ESPOSITO
(French Ministry of Transport)
(Former) SCOOP@F Technical project manager

jaaesl Co-financed by the Connecting Europe
el Facility of the European Union
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The SCOOP method SCOOP

connected vehicles and roads

e |st step: definition of services — functional specifications
e ?nd step: technical specifications

@ 3rd step: development

@ 4th step: validation

e Following steps: deployment and evaluation

jaaesl Co-financed by the Connecting Europe
el Facility of the European Union
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Q5 . . :
Activity 2 : studies SCOOP

véhicules et routes connectés
connected vehicles and roads

|
Ay ! Activity 3 Activity 4
Project Management ty ity
&cC Sl oakions Local Pilots Cross-tests
— 1.1 Project Management il L 2 1 Management 3.1 lle de France — ‘é’,l,g":,gﬁgﬁme"' &

2.2 Stakeholders' needs 3.2 East Corridor | 4.2 Execution of cross
elaboration tests

1.2 Communication

1.3 European and - : 3. 3 Bretagne - :
ol Mdatnanoaas 2.3 Impact Studies g 4.3 Evaluation
Cooperatio
—— 2.4 Specifications 3.4 Bordeaux
— 2.5 Development 3.5 Isére
Rirancxom Aaarcan — 2.6 Validation 3.6 Car Manufacturers
MINISTERE
DE LA TRANSITION
ECOLOGIQUE 2.7 Guidelines to cope
BTHOLIRATRE with managerial matters
MINISTERE Co-financed by the Connecting Europe
%?ngfog‘iss Facility of the European Union




@ Firct of f " | TR Projet
Ir  TuNncCTion ITI |IONS SCO0P
ST STEep. Tuncrional specCicarons 2599¢

eSCOOP@F Wave 1 process:

e Definition of services declined in use-cases at a macro-level
e Focus on road safety

e Prioritisation of use-cases that were ready to be deployed
(standards ready), especially day 1 services

e | ink with action b and action ¢ priority use-cases

— Difficulty to define properly the use-cases, each partnher
- had a different understanding of it while deploying if

S Co-financed by the Connecting Europe

CHARGE DES L Facility of the European Union
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: C .. : Projet
First step: definition of services SCOOP

eSCOOP@F Wave 2 & new projects (C-Roads France and
French partners of InterCor) process:

@ Definifion of services declined in use-cases at a micro-level,
technologically agnostic

e Focusing on the objective of the use-case taking into account
each stakeholder involved

e One message exchanged between different parties = one use-
case

jaaesl Co-financed by the Connecting Europe
el Facility of the European Union
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) First step: definifion
of services

e The template for
description has
been developed
within InterCor, and
iIs commonly agreed
by the 4 countries
involved (NL, UK, FR,
Flanders)

e |t's also mostly used
by the C-Roads
Platform

Co-financed by the Connecting Europe
Facility of the European Union

Use case introduction
Summary Here we provide a summary of the use cases (one or two lines)
Background Here we describe the motivation/rationale of the use case
Objective Here we describe the intended outcome of the use case

Desired behavior

Here we describe the behavior of the system and the intended behavior
of users

Expected benefits

Here we described the added value and actor benefits

Use case description

Situation

Here we describe one or more situations relevant to the use case

Logic of transmission

Here we describe the transmission logic 12V, V2V, V21, V22V +
broadcast / unicast / multicast)

Actors and relations

Here we list all relevant actors and their relation/interaction to the
system and their role in the use case (incl. sender and receiver). The
actors are: vehicle driver, road operator, service provider, end user,
vulnerakble road user and other.

In particular ; Sender and End-receiver.

Scenario Here we describe the story of the use case based on a sequence of
situations (e.g. initial and after), events and actions. With illustration.
Sender and End-received should be addressed, in stekeholder neutral
manner.
Use case implementation

Implementation outlook

Here we provide a functional description of a typical imple mentation of
the use cases

Functional architecture

Here we provide a high-level architecture (asinact?.1b) to illustrate the
main components, interfaces, data flows and display principles.

Display f alert principle

Here we describe triggering conditions and what is displayed to the user
when.

Functional and non-functional requirements

Sources of information

Here we describe the necessary data

Standards

Here we list relevant standards

Constraints / dependencies

Here we describe constraints and dependencies that are requirements (if
any) related to e.g. business, security, telecom munications, privacy, legal,
human behavior, etc.
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e Categories of services
A — Probe vehicle data
B — Road works warning
C - Signage applications
D — Hazardous location noftifications
E — Traffic information and smart routing
F - Parking, park & ride, multimodality
G - Intersections
H - Traffic management

| | = Vulnerable users

e J — Logistics

" Co-financed by the Connecting Europe

CHARGA Dus RIS Facility of the European Union
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Irst step: definition of services SCOOP
P

e Categories of services
A — Probe vehicle data
B — Road works warning SCOOP wave 1
C - Sighage applications
D — Hazardous location notifications
E — Traffic information and smart routing
F - Parking, park & ride, multimodality
G — Intersections
H - Traffic management

4 | — Vulnerable users

e J — Logistics

DE LA TRANSITION

jaaesl Co-financed by the Connecting Europe
Al Facility of the European Union
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e Categories of services
A — Probe vehicle data
B — Road works warning (enhanced) SCOOP wave 2
C - Sighage applications
D — Hazardous location notifications (WWD)
E — Traffic information and smart routing
F - Parking, park & ride, multimodality
G — Intersections
H — Traffic management
| — Vulnerable users
e J - Logistics

el Co-financed by the Connecting Europe
Al Facility of the European Union
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First step: definitfion of services scoJop

List of use-cases SCOOP wave 1/2

conn

@ A — Probe vehicle data @ C - signage applications
A1 — Traffic data collection C3 - In-vehicle signage (embedded VMS)
A2 - Probe vehicle data on detected events @ D- Hazardous location nofifications
A3 - Probe vehicle data on declared events D1 - Alert temporary slippery road
@ B — Road works warning D2a - Alert animal on the road
Bla/b - Alert planned road works (RWW) D2b — Alert people on the road
B2a - Alert operator vehicle approaching D3 — Alert obstacle on the road

B2b — Alert operator vehicle in intervention

B2c - Alert operator vehicle in patrol

B3a — Winter maintenance - Salting in process

B3b — Winter maintenance — Snow removal in process
B3c — Winter maintenance — Alert vehicle moving

D4 - Alert stationary vehicle / breakdown
D5 — Alert accident area
D6 — Alert reduced visibility
D7 - Alert wrong way driving
D8 — Alert blockage of a road
@ £ _ Traffic information and smart routing D10 - Alert emergency brake
Q@ E6 -Alert extreme weather conditions D11 - Alert end of queue
@ F _ Parking, park and ride, multimodality
@ F1 - Information on parking locations, availability and services

Co-financed by the Connecting Europe
Facility of the European Union




Seccnd step : specitications SCOoP

,,,,,

@)

e After sharing the definitions of services:

e Elaboration the detailed functional description of the use-cases
within the architecture (not tfechnologically agnostic there)

e Precise study of the available standards to fechnically define the
use-cases and then the common specifications of all parthers

e Specifications of the different components

e Nearly 30 deliverables of specifications were needed in
wave 1
e Necessity to share between the partners
EE «Shows the lacks in the standards

sl Co-financed by the Connecting Europe
P Facility of the European Union
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e€2.4.1 category — common specifications

241 on set of functional and technical specifications for SCOOP

|2 5#” BE List of standards applicable for specifications and development

241 Annexe |Renewal of pseudonym certificates and upload of Logs(T-Logs and U-Logs) Specification of

2.4.1_Annexe [Appendik 1 - Renewal Of Fesudonym Cetificates Communication proﬁles and

A1 Annexe (Appendi 2 - CAMI-Specification

content of CAM, CAM-I and

2.4 TSgnexe  [Appendix 3 - ITs-Container
2412 igps of DENM figds DENM messages
2413 Cata -

2413

Catalogue OF Diata Tlog To Collect
Spedification of ASN.1 code for CM'sTlog o .
Specification of A5N.1 code for RO'sTlog SpeC|f|cat|on of Iogs and

Catalogue Of Data Ulog To Collect their collection
Specification of ASN.1 code for Ulog

Catalogue OF Data Tlog for Security To Collect

2413 Specification of ASN.1 code for security Tlog

2413 Bis M
%W Specification of Datex ||
E _. 414 Specification of DATEX || messages inconjuncion with CAMsand DENMs=

s o] 414 Appendis 1: DENM Structure and Date Il transiztion > messages In conjunction
MINISTERE 2412 -pnendix 2; Simplfication of Datex || Classes emitted by SAGT —— with CAM and DENM
DF{’;};E?E%Z{O\ |2.-.‘..j..:| Technical architecture for Road Oper aors' components !
::.1_,1 A |IPv6 Addressing over G5 |

MINISTERE
CHARGE DES
TRANSPORTS

Co-financed by the Connecting Europe
Facility of the European Union
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e?2.4.2 and 2.4.3 categories — specifications of individual
components

e?.4.4 category - specifications of security elements

L PePIeTEnaT and ter hnical specifications of RSU —
Specification of RSU and OBU Functional nd tec hnical specications of OBU for road oper aors :>
for road Operators 422 Bi Speciications of Software for Road operators 0BU -
e . 423 ﬂ ngarefcn' Road operators 06U
SpQlelcatlon Of Car < o Functional and tec hnical specifications of OBU for car manufacturer PSA
manufacturers OBU P ional and tec hnical specifications of OBU for car manufacturer Renauk
P ailed functional specifications of SCOOP platform —
Specification of SCOOP 2441 Analyss of sfery Zljcuives
P
p | ath rm 24472 SZoop@f risk analysis for safety

2442 a5 Risk Analyss Safety Info Naote
Comparison between the risk analysis performed by Solucom (del. 2.4.4.2) and ther sk analyse

- proposed in ETS] standard TR 102 893 [TVRA)
] 2444 State of theart of public key nfrastructuresfor cooperative TS
2445 PKI System Requirement Specifications
E,, e 2446 PKl architectur e and technical specifications
S 2446 Bis Us= case scenarioswith security data
MINISTERE 2446 App Appendix_ASMN.1
DE LA TRANSITION N
é;g{lﬂolf\)llkl 2447 Stracegies for changing pseudonyms and sizing the PEI traffic
2448 SC00P Secur ity System: Integraion Guide
i Mttt h ) S
TRANSPORTS




(W) Specifications .

wave 2

New use-cases

e All of those
deliverables have
been either updated
or completed by a
new one within SCOQOP
wave 2

Deliverables impacted by
both new use-cases and

HE .. hybrid architecture
ln'rumt;:'z inA;éusz

MINISTERE
DE LA TRANSITION

ECOLOGIQUE

ET SOLIDAIRE . .

Hybrid architecture
aa:x}x{zrfisg:g Co-financed by the Connecting Europe
A  DE s &
TRANSPORTS Facility of the European Union

C
C

<

Reference ‘ Title

24.1 Common set of functional and technical specifications
M —

41 H Deliverable functional and technical hybrid architecture - Common specifim
2.4.1_app B TR PPNEWY- —_— '
2412 Specificati -

2.4.i? Common technical specifications for use cases - Master docum

A4.1.2_H Master_annexe 1ISR9 \

24.1.3

LOGs specification

2.4.12 H D7 - WWD - Wrong Way Driving )
2.4.1.2 H C3 - eVMS - embedded VMS J/
Z.M Bla & B1lb - RWW+ - Road Work Warning Enhanced

24.1.2 H P=fecmation on parking lots, location, availabili 2V)

1on of Datex Il v2.3 messages in conjunction wi =

-

W

ANNEXE 1 _ Datex Il adapted for DENM between PF and R-ITS-S

<

2432

2414 H ANNEXE 2 _ Datex Il v2.3 between TCC and Platform )
ANNEXE 3 _ Datex Il adapted for IVI between PF and R-ITS-S /
\.QAM_ZJ_C-ITS-Sdatex xsd - _—
2.4.15 Network architecture for road operators
2.4.1, HPYOEUTTESSIg Over 6o
2421 H ITSS-R Specifications \
[P 2, | OBU specification for road operators __/
2.4.2.2_Bis Specification of the SCOUP SOMWareTorvIoiss
| DelepRem e p— gement of displays on the MMIs of road operator OBUS —
24 H LTE/ITS-G5 Hybrid architecture french national central ITS station s i
A 2 el TVIS- ecifications )

2432 H Detailed functional specifications of local scoop platform

2447 A i iecti -
2.4.4.2 Security Risk analysis

2.4.4.2 Bis Security Risk analysis - Appendix

2.4.4.3 Comparison between the risk analysis performed by Solucom and [...] in [...] 102 893
2.4.4.4 State of the art of public key infrastructures for cooperative ITS

2445 PKI system requirements specifications - v1.1

2446 PKI architecture and technical specifications

2.4.4.6_Bis Use case scenarios with security data

2.4.4.7 Strategies for changing pseudonyms and sizing the PKI traffic
| 2,440 e @ SO PR FTATICE, CETUNCALE PONCY -

Hybrid end-to-end security specifications
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2 Second step : specifications SCOOP
p p véficules t roues comnecés

e Production of deliverables : scoping, structuring,
production, proofreading, approval

e Validation of each step of the production of the
deliverables :

e Only during a Steering Committee for Studies (once a month)

e Approval only after a complete review process involving all
partners

e Release 4 of specifications in the USB drivel

e With C-Roads France : specifications to be updated to take info
account new standards (migration)

= ® eTofal number of deliverables: more than 38

sl Co-financed by the Connecting Europe
P Facility of the European Union
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Developments

Marie-Christine ESPOSITO
(French Ministry of Transport)
(Former) SCOOP@F Technical project manager

-----------------------
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Third step : development SCOOP

connected vehicles and roads

e After the specifications, the developments started

e Those provided feedbacks on the initial specifications
(more than 200 questions needed to be resolved over the

hole project)
)
& [0 Liste des bogues @ESaHEN

Mon affichage
= mprimer des rapports | Export CSV | Export Excel | Export XML Premier 2 | 3 | Suivant | Dernier
=
fficher les b Date d Mis a j
\cher fes bogues P Identifiant ® % Catégorie Rapporteur  Impact Statut Assigné a ede MBI pecime Spec. versiol
= soumission -
A — rd 0000874 3 Général m.troccon mineur échange m.troccon  2019-04-02 2019-11-15  Split des DATEX pour les evts -
PP £ d'informations Bidi
= (m.troccon)
Historique des rd 0000897 1 Général e.petit mineur échange e.petit 2019-06-28 2019-11-15 Positionnement d'un message 2431 Het243
changements dinformations maontant par PF et SAGT
A (e.petit)
Calend rd 0000911 1 Général  mc.esposito mineur échange mc.esposito 2019-08-26  2019-11-15  Gestion des événements aux Derniére
alenaner dinformations jonctions
. O (mc.esposito)
z, -
galud « Fravernind ] énéral e.peti mineur nouveau e.pe -11- -11- raduciton des IVl vers les PFro .4.2.4_H va,
Egalud + Fraternin 0000936 Général it it 2019-11-15  2019-11-15 Traduciton des IVl vers les PR 2424 Hv4,
LIQUE FRANCAISE (e.petit) par le Noeud
rd 0000933 1 Général e.petit mineur nouveau gwilhelm  2019-11-15  2019-11-15 Qu'est ce que le message 2424 H
g.wilhelm “registration”
MINISTERE £ ! 2
DE LA TRANSITION & 0000935 Général e.petit mineur nouveau e.petit 2019-11-15  2018-11-15 Comment gérer les doublons de 2.42.4 Hv4,
E(_'()L()(}]QUE (e.petit) POl et de ETA
ET SOLIDAIRE & 0000934 Général e.petit mineur nouveau e.petit 2019-11-15 2019%-11-15 Ordre des exigences VALIO08 et 2.42.4 Hvda,
(e.petit) VALIDA0
MINISTERE co_financed by the Connecting Europe 4 0000913 3 Général e.bourdy mineur échange w.robin 2019-09-13 2019-11-14 Quelle est le vrai nom du 2.4.1.4_H annexe 3
CHARGE DES Facility of the European Union . dinformations champs utilisé pour l
TRANSPORTS
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@ Third step : development in wave 2 SCOOP

CHARGE DES

e Bilateral tests

e Bilateral tests during developments were done 1o ensure a
smooth validation

¢ Proofs of concept
e Hybrid security POC
® Hybrid seamless LTE/ITS-G5 POC (with IPvé over ITS-GJ5)

eThose 2 developed POC helped consolidate the hybrid
specifications before deployment

e Total number of shared deliverables: 48

jaaesl Co-financed by the Connecting Europe
el Facility of the European Union




(B Development : suppliers SCOOP

e Renavult : LGE
ePSA : CTAG

@ Road operators :
¢ Lacroix
¢ neoGLS
eYogoko
eValeo

e Both : Marben

Libertd » Egalud + Fraternié

A TRANSITION
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Connected and Automated Mobillity #===

Connectivity
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- V2X /In-vehicle Network
- Cyber Security
- Hybrid-V2X [DSRC+4G/5G Cellular]

Automated Driving

- Sensor Fusion

- Urban/Highway AD

- Mobility Shuttle AD/Remoted Driving

K gy
1

-

AR

—

HYBRIDINTELLIGENC

Artificial intelligene@

Electronic Horizon

Electronics Horizon with HD-Map
» ADASIS Standard V3

« Efficient HD-map Caching/Update
* Sensor Data Collection
» HD-Map fusion with V2X data

for AD system

HD-Map ECU
* Flash-memory lifespan estimation
Key Use Cases

f====22 . and enhancement
V2N See-Through e LTS — fsswssgsbsts. < |mproving driving comfort, fuel
+ Big Data Processing(Al, HD-Map) -

. o efficiency and safety
* Remote Driving & Monitoring * Providing dynamic information to
* Cloud Computing

5G Telematics

5G Telematics Control Unit
+ Ultra Low-latency

» Massive Connectivity

 Extreme Throughput

» 5G associated in-vehicle
architecture design

* High speed network

ADAS/AD system
Radar Camera
Middle Range Radar Mono Camera
» 77GHz CMOS MMIC & CDM- » Advanced Features for NCAP
based MIMO Technology 2020

* High Performance with Low Cost

* Radar Only AEB(Pedestrian,
Target Height Classification)

Short Range Radar

» 76~81GHz Ultra Wide Band

* Multi Functional Surround

+ Wide FoV for High Speed Cross
Traffic Scenario
* Next Generation Hardware Ips for

LiDAR High Performance SoC

s ina LIDAR with MEMS Wi Deep Neural Network

canning LiDAR wi irror

c Non-gmotorin Structure * Embedded DNN Algorithm &
- Far range by 77GHz and Near 9

; Optimization
» Compact Size
aceurale range by 79CHz « LongR Detecti * Real-time Inference Engine
* Radar SLAM ong Range Detection
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@ _G SCIronics Phase-1(2014~2017) : ITS-G5 OBU + HMI (R-LINK) J

. Phase-Il (2017~2019) : Hybrid : ITS-G5 + Tablet (4G+HMI) §gqotp

N S C O O P @ F Phase-IIl (2018~2020) : C-ROADS Interoperability Cornecleg vehkies and s

LGE Contribution in SCOOP@F Organization Structure
»Power/UART/CAN OEM g ITS Stack BT/HMI/OTTO
5 GROUP
_  Ethernet @ z DSRC Radio Chip Navigation
RERAUE 5| [utotas TYINIG
e 2 | "Hutotallss n
G5(SCH) ) =
G5(CCH)
V2X On-Board-Unit R-LINK (HMI+4G) |  Tablet TIER-1 @ LG
«  Contribution to SCOOP@F (Co-funded with Renault) (4G+HMI)
« Fully Validated V2X On-Board-Unit _ N PROJECT
+  Certified for EMC, CE, Bluetooth & " Goniormie suropéeme.
«  ETSI Compliance ITS Stack Ported RE SE&| CsS PT DQA QE
*  Fullyvalidated Use Cases usmg O_TTO tool RE :Engineering Research PT :Plant (Mass Production)
*  PC-based system OBU Configuration and Management tool CS : Customer Service DQA : Development Quality Assurance
«  HU Navigation Integrated HMI (perhaps the world’s first of its kind) SE&I : System Engineering & Integration CS  : Quality Engineering
Interactive HMI for V2X Services on R-LINK & Tablet v Supplier Innovation Award from Renault
Event Display on Navigation Circular Range Events HMI User Event Generation uPpLIER

E” ‘. : @ Guidancemap ‘§% °F Scoop

Libered » Egalud + Fraternird

REPUBLIQUE FRANCAISE

Scoop

Déclarer Declare

MINISTERE 1800m a - C
DE LA TRANSITION "N | A A 4 AN S
ECOLOGIQUE Accident Pedestrian Animal
ET SOLIDAIRE =
F1Y Py
MINISTERE Obstacle Obstruction
CHARGE DES
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Cybercom in SCOOP@F

Co-financed by the Connecting Europe
Facility of the European Union
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@ Innovative IT consultancy firm helping clients capture opportunities in a connected world

1 300 employees in 5 countries CYBERCOM
GROUP

Specialties: - Connectivity -Secure - Internet of Things - Managed Cloud Services

15+ years of software IP Licensing to the automotive industry

BY CYBERCOM

PrOjet blueGO® 50+ million cars with Cybercom Bluetooth software

SCOOP osCar¥ \;x software SDK and osCar test tool (otto)

{

véh\cu es et ro utes connectés BY CYBERCOM

Overall system software integration responsibility

Co-financed b -
the Connectin‘é HMI design and development

Europe Facility - : ’ < 2 > >
of the European Wireless communication link design and integration

Union * R-Link 2
« SCOOP VXU
e HMI Tablet

E | > Cellular communication to National Node
> Test and verification

MINISTERE
DE LA TRANSITION

£COLOGIQUE » Technical support

ET SOLIDAIRE

MINISTERE » Interoperability testing using osCar and osCar test tool (otto)

CHARGE DES
TRANSPORTS

Picture origin: SCOOP movie https://youtu.be/edAfZR2fpqw


https://youtu.be/edAfZR2fpqw

Projet

@ CTAG-PSA collaboration SCOOP
. Eomnectas vehicles ond roads

Management and validation of Cohda MKS customization (HW level).

« Provision of CTAG V2X SW stack (Network, Transport, Facilities &
Security(cryptographic functions by Trialog)).

» Development of SCOOP applications and logging system.

« Development of tailored SW gateways for
- Obtention of in vehicle information via CAN.
- Communication with HMI serial device (Magneti Marelli SMEG).
- Logging in external device (LAB DAS).
- Communication with cellular communication box(Orange).

» Pre-validation of SCOOP system at CTAG facilities and support during
P official SCOOP validation tests.

ECOLOGIQUE
ET SOLIDAIRE

MINISTERE
CHARGE DES
TRANSPORTS

sl Co-financed by the Connecting Europe
el Facility of the European Union




Projet

QB SCOOP

\\V(/ )
ity
% LACROIX

QOur Scoop@F adventure

REPUZLIQUE FRANCAISE

el Co-financed by the Connecting Europe
R Facility of the European Union




LACROIX

Providing our customers with Equipment for a smarter and more sustainable world

LACROIX
City

LACROIX
Environment

LACROIX
Electronics

Own-brand equipment for
smart road
infrastructure management

Own-brand equipment for
water and energy
infrastructure management

Design and manufacturing
of embedded systems and
connected devices for its
professional customers

Automotive

Street Home

lighting Signage Wastewater automation 0
treatment Civil &
Defense
avionics
Traffic O Healthcare
Drinking
management water Industry
CONNEC%ED
TECHNOLOGIES
FOR SMARTER
MOBILITY
SMART . SMART ' SMART
MOBILITY €9 8M ENVIRONMENT €40M INDUSTRIES c 330M
LACROIX City LACROIX Sofrel LACROIX Elec.
revenue revenue revenue

Co-fi
Facility of the European Union




City

( LACROIX

B
OO

Our Scoop & Evolutive C-ITS offer

Roadside Unit
Neavia V2l Station

OEM _
Bl Onboard Unit
[ Neavia V2V Unit
i L
@ | | e—— =
(-
I Pi
Roadside Unit %
e Neavia V2| Station
\  OUTDOOR

CONNECTED
TECHNOLOGIES
FOR SMARTER
@ MOBILITY

V2X Server

Co-financed by the Connecting Europe
Facility of the European Union




@ A\\V/ City

{
To Scoop@WORLD concepts ( LACROIX

e Strong relationships with pioneers Road operators
e Scoop, C-Roads, EVRA frameworks & Tests lalbs
® France, Spain, Belgium, US, CA -

2 et 1
|~ CONNECTED

TECHNOLOGIES

FOR SMARTER

. MOBILITY

¢ Connected Highways -
e Smart City

Co-financed by the Con ect ng Europe

Facility of the Eu opear ~ion AUTonomOUS moblll_l_y




@ //(é City

One vision to face C-ITS revolution LACROIX

@ Tech Investments /
Collaborative R&D

e 2021, new French 4.0
Electronics planft

")~ CONNECTED
TECHNOLOGIES
FOR SMARTER
@ MOBILITY

G W Symb o/ Se
TECH i
by LACROIX Group

Co-financed by the Connecting Europe
Facility of the European Union
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véhicules et routes connectés
connected vehicles and roads

/B NeoGLS

ntelligent Transport

NeoGLS

André Perpey, CEO

%
Libered » Egalid « Fravernin
REPUZLIQUE FRANCAISE

MINISTERE
DE LA TRANSITION
ECOLOGIQUE
ET SOLIDAIRE

MINISTERE
CHARGE DES
TRANSPORTS

Co-financed by the Connecting Europe
Facility of the European Union




Projet
@ §COJQW

@ NeoG LS Software

ent Transg

« Scoop tablet application POC/tests

« SCOOp use cases

« Platform for configuration/maintenance
« Exploitation platform

« [TS stack

« Scoop tablet application
E;E « Road operator specific tablet application
%R; « SCcoop server
GHARGE s B --ciity of the European Union




@ Projet
SCOOP

@ NeoGLS Material

ntelligent Transport

* Integration of C-ITS material

« Scoop deployment DIRA/SANEF/...
« RSU Scoop : 40

« OBU Scoop : 26

« Development of our own material

F = Scoop, C-Roads, InterCor
e Complete solution

ECOLOGIQUE
ET SOLIDAIRE

MINISTERE
CHARGE DES
TRANSPORTS

el Co-financed by the Connecting Europe
g Facility of the European Union




@ Projet
@ YoGoKo

Communication solutions for
connected & cooperative mobillity

Thierry Ernst
contact@yogoko.fr / www.yogoko.com

@YoGoKoCEO 2 = / @YoGoKoFR || m YoGoKo

PUBLIQUE FRANCAISE

Wl Co-financed by the Connecting Europe




Projet
@ SCOJOP

YoGoKo communication system

Customized C-ITS services |

YoGoKo Y-SMART E
Software platform

YoGoKo Y-BOX Y-Box Y-Cloud
Hardware platform
Equipped with ITS-G5 & cell
e 000
MMMMMMM ] 7

@ YOGOO Y-Smart




Projet
SCOJO
YoGoKo communication system

Standard Q AP
protocols D

GNSS
y Secure
extended

connectivity

Controlled

access

V2X network

=

ﬁ loT/Sensors
= a

P ECoLoGIQUE. /\/\/ CAN bus
ET SOLIDAIRE

e +d by thi
e Facuny of the Eurc




Projet
SCOOP

véh Ie troute-s oonn té

Provider of vehicle ITS stations

@200 vehicles equipped by YoGoKo Ig Bn’r’romy (DIR Oues’r
and partners) Z : ,
e Road maintenance vehicles

e Police vehicles
e Coaches (Transdev / Keolis)

e YoGoKo hybrid communication system (Y-BOX hardware

with Y-SMART software)
s @ [TS-G5 for V2X localized communications

o s e Cellular for remote connectivity to conftrol center

LLLLL RE
MINISTERE jaaesl Co-financed by the Connecting Europe
Ciinan Dus P9I Facility of the European Union o o o




véhicules et routes connectés
connected vehicles and roads

Hybrid communication solutions

@ YoGoKo

" You Go, We Konnect ”

Extended

o i VeV EE  fima

contact@yogoko.fr / www.yogoko.com , @YoGOKoCEO (EN) / @YoGoKoFR m YoGoKo
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VALEO

Emine Naouar, SCOOP Software Lead

Co-financed by the Connecting Europe
Facility of the European Union

Projet
SCOOP

véhicules et routes connectés
connected vehicles and roads



SCOOP
Specifications

UTIC de Base Middleware
SCOOP UTIC Application
SCOOP Tablet Application
Metier Tablet Application

SCOOP Server

Libertd » Egalnd « Fravernin

MINISTERE
DE LA TRANSITION
ECOLOGIQUE
ET SOLIDAIRE

MINISTERE
CHARGE DES
TRANSPORTS

Co-financed by the Connecting Europe
Facility of the European Union

Projet
SCOOP

véhicules et routes connectés
connected vehicles and roads



SCOOP
Specifications

UTIC de Base Middleware
SCOOP UTIC Application
SCOOP Tablet Application
Metier Tablet Application

SCOOP Server

Libertt » Egalund « Fraveraitd
REPUZLIQUE FRANCAISE

MINISTERE
DE LA TRANSITION
ECOLOGIQUE
ET SOLIDAIRE

MINISTERE
CHARGE DES
TRANSPORTS

Co-financed by the Connecting Europe
Facility of the European Union

Projet
SCOOP

véhicules et routes connectés
connected vehicles and roads

SCOOP
Supplier Management

Marben
(SCOOP UTIC Application)

NeoGLS
(SCOOP Tablet Application,
Metier Tablet Application, SCOOP Server)



Libertt » Egalund « Fraveraitd
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ECOLOGIQUE
ET SOLIDAIRE

MINISTERE
CHARGE DES
TRANSPORTS

SCOOP
Specifications

UTIC de Base Middleware
SCOOP UTIC Application
SCOOP Tablet Application
Metier Tablet Application

SCOOP Server

SCOOP
Release Delivery

Software SCOOP Integration,
Test, Validation

(UTIC de Base, SCOOP
UTIC, SCOOP Tablet, Metier
Tablet, SCOOP Server)

SCOOP delivery

Co-financed by the Connecting Europe
Facility of the European Union

Projet
SCOOP

véhicules et routes connectés
connected vehicles and roads

SCOOP
Supplier Management

Marben
(SCOOP UTIC Application)

NeoGLS
(SCOOP Tablet Application,
Metier Tablet Application, SCOOP Server)



Liberts » Egalitd + Fraternivé

REPUZLIQUE FRANCAISE

MINISTERE
DE LA TRANSITION
ECOLOGIQUE
ET SOLIDAIRE

MINISTERE
CHARGE DES
TRANSPORTS

SCOOP
Specifications

UTIC de Base Middleware
SCOOP UTIC Application
SCOOP Tablet Application

Metier Tablet Application

SCOOP Server

SCOOP
Release Delivery

Software SCOOP Integration,
Test, Validation
(UTIC de Base, SCOOP
UTIC, SCOOP Tablet, Metier
Tablet, SCOOP Server)
Co-financed by the Connecting Europe
Facility of the European Union

SCOOP delivery

Projet
SCOOP

véhicules et routes connectés
connected vehicles and roads

SCOOP
Supplier Management

Marben
(SCOOP UTIC Application)

NeoGLS

(SCOOP Tablet Application,
Metier Tablet Application, SCOOP Server)

SCOOP
Production

Production, Software flashing, Configuration

UTIC installation on DIRIF vehicule



@ Projet
CMARBEND SCOOP
Worldwide leading V2X software supplier

Marben provides a complete ready to-use software solution for
rapid development of V2X equipment (OBU, RSU) offering:

i

European, US and Chinese standards support+
Hardware agnostic
Network agnostic (DSRC / LTE V2X / 3G) e s i 5, )
- Security and privacy management

sez= - PKlsupport (SCMS, SCOOP ISE, PKI Europ

MINISTERE

CAM, DENM
MAP, SPaT

> 1> O v v - - oo m

mwwe | - Road safety and traffic optimization g i
MINISTERE .@ L@@*\i}@ﬁglpg Europe

CHARGE DES

TRANSPORTS acility of the European Union




A2 QIARBEN>  Proel
' SR SCooP
| I\/\orben Conftribution in SCOOP@F

ART/CAN

* Marben has provided the V2X software solution running: ;
« inLGe OBU-UEV embedded in Renault cars and
« in Valeo OBU-UEVg embedded in Dirif vehicles.

« ETSI Compliant V2X protocol stack including GeoNET, BTP, CAM,
CAM-i, DENM, MAP, SPaT, VI, LDM, Security and ISE PKI.

o V2X Appllcc’nons Including:

Road hazard Signalling: temporary slippery road , emergency brake, end of queue,
stationary vehicles, breakdown, reduced V|5|b|||’ry exceptional weather conditions,

« Animal on the road, people on the road, obstacle on the road.

/

« Accident, unmanaged blockage of a road use
 Enhanced Road Work Warning, Wrong Way Driving, Vehicle ii ‘ =
El « Embedded Virtual Message Sign, Road Worker in the Field, : 2
tw « Dynamic Speed Limit, Dynamic Lane Management, 2x A
“2‘”%0,;:’ « Green Light Optimal Speed Advisory. e CNSS CAN o6
e o U-LOgs, T-LOgs, Mitigation mechanism and Hylbridization




MARBEN Projet
Q5 CMARBEND SCo0P

IR arben Contribution in SCOOP@F

* «Scoop UTIC Application» for OBU-UEVQ: . W

-  Manages communications with the tablet- [ o ][ Appicaton J P
HMI and SCOOP Platform. T m > Ul
* Processing of DENM « Métiers »: 1 e
« Mobile RoadWork Alert, Road Operator Vehicle on | E : e heee
Paftrol, out on service call, N e cmmm e e ’ -

« Road Operator Vehicle stops in a protected mode, \______ TABLETTE umc

* Winter Road Maintenance- Vehicle clearing snow,
Vehicle is salting, Vehicle in action, Vehicle on the

road.
« Traffic Jam - End of Queue
I «  Mobile RSU operation mode : { J
X 3 « Periodic sending of the current ITS-Station position to pmTmTTEEEEEEEE i
Sericin s the SCOOP platform using Datex I : os I
sawerae « Conversion DATEX Il - DENM L ,’
£1 SoLIDAT - DATEX Il SOS message generation. Serveur SCOOP
SRS « Emergency Call Management




Validation

Marie-Christine ESPOSITO
(French Ministry of Transport)
(Former) SCOOP@F Technical project manager

jaaesl Co-financed by the Connecting Europe
el Facility of the European Union

Projet
SCOOP

véhicules et
connected vehicles and r



@ . . : : Projet
ourth step : Validation SCOOP

- Validation : learning by doing

« For SCOOP wave 1, we had to build all the tests from nothing
« Unitary tests
 Bilateral tests
« Collective tests

« For SCOOP wave 2, we have identified the necessary “non-
regression” tests from wave 1 and added the wave 2 tests

Use

Document Reference Type
Cases
Bla 2.6.1.1 H-Détail-de-test_B1la Detail
Bla 2.6.1.1_H-Plan-de-test_Bla Plan
Bib 2.6.1. 1 H-Détail-de-test_B1b Detail
' Blb 2.6.1.1_H-Détail-de-test_B1lb Plan
E ] C3 2.6.1.1 H-C3_Plan-de-test Plan and detail
it gaint - raerni D7 2.6.1.1_H-D7_Plan-de-test Plan and detail
b ahice s Master | 2.6.1.1 H-Commun_Plan-de-test Plan and detail
e All 2.6.1.3.H-Matrice-tracabilité Matrix
Dfrltx(mmr}m\ Bla/B1lb 2.6.3.2_H-Bla&b Plan and detail
ET SOLIDAIRE C3 2.6.3.2_H-C3 Plan and detail
D7 2.6.3.2_H-D7 Plan and detail
C\{a{l;}l{:;g;s Co-fi!nanced by the Connec?ing Europe Master 2.6.3.2_H Master
TRANSPORTS g Facility of the European Union
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. . Projet
Fourth step : Validation scoop

SCOOP wave 1

During 1.5 years (2016-2017), there were tests running every week, either lab tests,
track tests or on-road tests

Given the big scope of the SCOOP 1 specifications, it was needed to help
improve the suppliers products and improve our tests.

After all of those, even if all the specifications were not validated by all the
prototypes, we were confident in them for deployment

SCOOP wave 2

The validation refocused on its goal : validation and not bug corrections. A
imited number of tests was necessary

- Big session in February/March 2019

- Completed for sake in September/October 2019

-> positive results after those two sessions

Total number of deliverables : about 60



Projet
SCoopP

véh cuLes et routes connectes

Unitary tests —= SCOOP 1

Tests Lab Test |Open
track [roads
Compliance to standard communication tests X
Functional application tests X
Logs generation tests X X
Security tests X
PKI access tests X
Performance testing X
E | Radio coverage
B e \Messages contents X
o SCOOP platform Tests X
ET SOLIDAIRE
MINISTERE Co-financed by the Connecting Europe
;;’;‘g}f&%i Facility of the European Union
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Libertd + Egalind + Fraternivd
REPUBLIQUE FRANGAISE

MINISTERE

ECOLOGIQUE
ET SOLIDAIRE

MINISTERE
CHARGE DES
TRANSPORTS

DE LA TRANSITION

Bilateral tests = SCOQOP 1

Projet
SCoop

éht

Components Tests Lab Test tracks Open roads
OBUu-RSU Tests of requests from an X
ITS Station to the PKIl via
RSU
OBUu-RSU Uploaded logs tests from X
ITS Station via RSU
OBU-RSU Mitigation tests X
OBU-RSU and OBU-OBU |Radio coverage X
OBUro-PF Datexll exchanges

sl Co-financed by the Connecting Europe
o Facility of the European Union



Projet
‘ SCoopP
Collective tests —= SCOOP 1

Tests Lab Test |Open
tracks [roads

Interoperability messages tests between ITS Station with security X

Forward test at a geonet layer level X X
Use cases A (including security and log management)
Use cases B (including security and log management)
Use cases D (including security and log management)
Mitigation (at a toll station) tests

Latency tests X

X | X [ X | X

RE LIQUE F 'RANCAISE

MINISTERE
DE LA TRANSITION
ECOLOGIQUE
ET SOLIDAIRE

MINISTERE
CHARGE DES
TRANSPORTS

Co-financed by the Connecting Europe
Facility of the European Union




A& Consolidation of the process croet

véh ules et routes oonnec s
ected vehicles and

Internal tests

Bilateral Tests
Local reception Tests

e oy

7)
Q,
[Interface TestsJ Q/}O /

[ On-road Tests }
R Full reception Tests

MINISTERE

DE LA TRANSITION
ECOLOGIQUE
ET SOLIDAIRE
Cross-Tests
MINISTERE el Co-financed by the Connecting Europe

?RK‘NRSP%?(?S Facility of the European Union




A& Tools : process

e -~ 23

[l Co-finance d by the Connecting Europe
= Facility of the European Union

Projet

Scoop
Anormalios
Traceability Mantis Traceability : Squash
2.4/Specification 2.5/Development

*

$

. Y
[ ]
[ ]
l
v 27/01/2020 < Formation InDiD du
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& pdubois ¥

MantisBT # Rapporter un bogue & Inviter des utilisateurs Rétroa@ion ~
i) r 0000813 3 Général a.senecat mineur .échange m.troccon 2019-01-25  2019-03-05 Agrégation des CAM - Attribut id pour le noeud
Mon affichage clos national
(m.troccon)
) & 0000812 2 Général a.senecat mineur . échange m.troccon 2019-01-25  2019-03-05 Agrégation des CAM - Défintion des zones
A‘I}'Cher les clos d'agrégation
ogues (m.troccon)
E’; & 0000811 4 Général a.senecat majeur .échange m.troccon 2019-01-25 2019-04-02 Gestion des snapshots entre Plateforme locale et
Rapporter un clos Noeud national
. bogu~ {m.troccon)
Catégone [Tous les proje] ™ “
0000802 7 Général a.senecat majeur .échange m.troccon 2019-01-17  2019-05-24 Traduction Datex Il -> DENM : Gestion du Validity
npact mineur ~ clos Duration, DetectionTime
{m.troccon)
Assigné a ~ . . ) .
0000787 8 1 Général b.cabon mineur .echange m.troccon 2018-11-19  2019-08-01 Traduction Datex Il -> IVl : Champs C3-
clos "VehicleWeightlLimits" optionnel ?
tatut nouves no
ouvEay (m.troccon)
‘Résume 0000786 8 Général b.cabon mineur sans m.troccon 2018-11-16 | 2019-08-09 Régle relative a la privacy lors d'un envoi de
rétroaction message VI
Description {m.troccon)
0000780 3 Général b.cabon mineur sans m.troccon 2018-1-16  2019-06-28 Traduction Datex Il -> IVI:
rétroaction ServiceProviderlD.CountryCode =
(m.troccon) exchange.supplierldentification.country
0000783 8 1 Général b.cabon mineur affecté lacunzo 2018-11-16  2019-08-20 Traduction Datex Il -= IVl : Gestion des champs
{l.acunzo) temporels (timeStamp, validFrom, validTo)
0000782 7 2 Général b.cabon mineur affecté lacunzo 2018-11-16  2019-08-20 Traduction Datex I -= IV :
(l.acunzo) ivildentificationNumber
0000781 8 Général b.cabon mineur affecté m.troccon 2018-1-16  2019-08-09 Traduction Datex Il -> IVI:
(m.troccon) ServiceProviderlD.Issuerldentifier =
exchange.supplierldentification.nationalldentifier
Jpec. ?
ersion L . . . "
0000785 10 2 Général b.cabon mineur affecté e.petit 2018-11-16 | 2019-07-12  Traduction Datex Il -= VI ;
‘Réf. 2412 2412 H 2413 2414 H 240_H 2421 2421 H (e.petit) ivildentificationNumber et exemple Datex pour
spécification 2446_H (@ Autre BL UEV-G lesUC C2et C3

“hapter
xigence

Tools : Mantis

REPUBLIQUE FRAN-j o fichiars a
—_lille maximale
MINISTER}?097 Ko Déposer les fichiers ici pour les télévers
DE LA TRANSTI
ECOLOGIQU”

ET SOLIDAIR;gjpjjite ® public

MINISTERE 2l Co-financed by the Connecting Europe A i i
am?p%?{?s Facility of the European Union gé/Ol/tZOZO Formation InDiD du T
TRAN sept.




TC DEG WAL P Validite E =
TC DEG LNV F Valeur inconnus F =
O O |S L O S h rC TDI HEA ¢ Header du message IVI F =
@ | ° S U T TDI MGMT CCODEF countryCode F -
C TDI MGMT IID ¢ issuerldentifier F =
TC TDI MGMT IIN F ivildentificationNumber F -
rc 7ol MGMT TIME ¢ Horloge F =
C TDI MGMT STATE ¢ iviStatus F =
IC TDI GLC ¢ GeographicLocationContainer F =
C TDI GIV ¥ Ger.leral IVI Application F _
Container
TC TDI DEG MEM ¢ Champ obligatoire e _
| manguant2
TC TDI DEG UNV ¢ Valeur inconnue de I'UBR F -
Taux globaux
IIIII \ i L[5 LLEL =
) Trés haute
O Haute
a exécuter 121 O Moyenne 100% (20
M =n cours 0% o Faible 2
M succes o M Taux de Faible
| M échec succés Moyenne
blogue B Taux d'échec Haute
| M non testable W autre M Tris haute
Inventaire des tests par itération l
| Itération A exécuter Bloque Nombre de tests planifiés | Avancement de |'exécution |
—‘ 1-2019-04-25_UBR-Lacroix-v2.5.2 1 0 3 0 0 13 17 94 Y%
2 - 2019-07-04_UBR-Lacroix-v2.5.3 0 0 10 0 1 6 17 100 %
q 3 - 2019-07-04_UBR-Lacroix- 18 o 23 1 3 19 64 72 % r
Liberth v2.5.3-auto
“"f 4 - 2019-07-19_UBR-Lacroix-v2.5.3 1 0 12 0 5 30 48 98 %
Total 20 0 43 1 9 63 146 86 % '
DE!
£ €l (82843
ET SOLIDAIRE
MINISTERE -fi i . .
sttt e A o L o 27/01/2020 ~ Formation InDiD du
TRANSPORTS y O e European union 26 sept

[ e, .

succes
SuCCas
succes
SuCCas
non testable
Succas
succes
non testable

bloegque

SuCCes

succés

succas
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B Foliowin Projet
g steps of the SCOOP method  scoop
§hucutes ot route-? ?onn:?ct?s

Ve

connected vehicles and roads

e Deployments — done in parallel (distinction of hardware
and software)

e Fvaluation — this afternoon!

----------------------

jaaesl Co-financed by the Connecting Europe
el Facility of the European Union




@ Projet
SCOOP

Thanks |

marie-christine.esposito@developpement-durable.gouv.fr
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el Co-financed by the Connecting Europe
g Facility of the European Union
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Questions/answers
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